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1.1

(Security Policy)

ulaureanuluaslasnfgansauma (Information Security Policy)
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(Organizational of Information Security)

2.1 Tassadrmeinuanuduasuasnneasaumangluangiu (Internal Organization)
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Roles and Responsibilities)
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Management)
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Teleworking)
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(Human resource security)

3.1 mﬁﬂmqﬂa'msfiaun'ﬁﬁ’i'm'm (Prior to Employment)

s ¥ ¥

aguszasa: welininanuasgnvihdyaradilaluntihfanusuiinveuvemuesuasiiniiy

U o

ALNEAUATUUNUINPLNIAN LATUN T ANNUANT NI

ulgung
311 n9EIInIYAaIng (Screening)
1) W MTNNGUUTMININeInsyAAa fowinisasivaeunnaulAveadnsunay

a 4

nounazussPIuduims Winihndiasrvsetndneflnau lnededlidvseialunisyngn
o = ¥ a 1 1
wily vhaneg vivelasnssudeyalussuumalulagansaunaveahsnulauney
2) WAINTNNUTEaUMUNFUUIMINTNEINTYAAS Aodnlrdinisasunuludyansening
“9min7” wagnuieau Mg ldilamennuauvemuigeu (Non Disclosure Agreement:
=~ & | = % 1 Y &Y O Ay~ Y] cs'
NDA) lngnsasunuiiagiludiunisvesnisitdradminiduy Melldesiinagniunsluvuen
nusazyniuseiondunalidosndn 1 ¥ nendinfiduannisindnauna,
3) UfURna3sU URuEed 1 N1SUTMITIANITNINEINTUAAAAIUNITSNYIAIINTUAS

Uapanyasauna (Human resources security) (W IT HR 01)

312  datmuauaziiouluvesnisdieny (Terms and conditions of employment)

1) Wnthiisanununguuimsmineinsyana  deadmuaiieulunsinenuisuds
wihfinnudviaveumsinuautiuasaensensinuasauna  agidmiiinguuinig
nnenTyAna Foaudsl aam. nyurtuiidediveded

- IR

MsAgULUaENINNITINN99Y

N3ANEONNITY YiseNIsAUgANSUUNUIMS Wimihiiuazgnde Wienstunnssy

MSLENENNLIBIU

M3naL Msadvendde visesyiumsudaming
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4.1 N15ANUNSURRYaURRRUNSWE (Responsibility for Assets)
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(Physical and Environmental Security)

7.1 USuNfeelinnssnenlulunslasnny (Secure Areas)

'3 = [d o o LY LY At @ P
AgUIsean: L‘W’e)L‘U‘L!lﬂ(?ﬁg'?‘ﬂlﬂﬂ’]iiﬂ‘lﬁ%’]ﬂ’)’]&lll‘léﬂﬂﬂa@ﬂﬂEJVI’]\‘iﬂ'WEJﬂWWVILﬂ?J'JﬂUﬁﬂ’]UV]‘NL‘U‘U‘VWNLL@%

¥ '

9
funldanuvesssuumalulagansauna nasnaugunsnineuiiawmes toyawazarsaumaduluduning

ulaulg
7.1.1  amsnnuanunduaslasany (Physical Security Perimeter)
1) ¥2891ULADILNITINUA LazAmuaANuRlunsIdUsEUUImAluladaTaumesge)
' :1' ) ) & o yay v v o
aegumnzay WeaUszasrlunsiiseds auay wassnwianuduaslasadeaingnlile Su
& Y] = M cs' a & Yy A o ° X A v g va
auny e sanstesduanuideniedus fetaisdul Welinisimuaiuiiuailidnisaiuny
n15L9199n
2) NUIBIUITADITIUN AINUA LAZLUIUTIIA “Nunlduszuuwaluladaisaumna
(Information System Workspaces)” FIuMIIANILNUNILAASAILLS uazsdauasiunltiny
sruuwmalulagansauwme wazusenalingiuninu mibgauaisseylidanuindinunldau
szuuwmalulagarsaumalszinnlatng wazdinunlduszuumaluladaisaunalanenadiwun
Taunnnan 1 Useian)
3) NuE9IUsoITIMUANITARAtgUNTalsyuumAlulagatsawnaly “Aunldaussuy
walulagasauna” vaennnesiumnanyuazanudAyvesteyaviseasaumaniloglussuy
4) Wwthidinaus Wvthiddnaum desuadnmaninwieaeslunisvihauaiougus

UUVDIHIUY

7.1.2  n13AUANNISU19an (Physical Entry Controls)
MNENUINEITeeiuNITUTMIIANITEIASHaTan1UN AosdalniinisAruAunisiiieenty

U “Nunldauszuumaluladasauwnd” Iagliniudneantaaniy “Wiveng @a@n.” ail

¥
a ava v A

AnBuintiu wasiibuimnauUun dsil

¥ o £, £

1) Fosrvun “Wmthil @an.” Afavdiiudieen wazdrsanfiddnslunisinudisenly
uias “fuildnussuumaluladansauma” aghetniau

2) “Wmiid aan.” aldsuavslidroenanmuiivihnuldiansuinaiuiifignimueiold
Tunnsveumingy

3) mindiyeeaduladilally “Wmiind aan.” vadiuileefldvodndlunadfuidulyidu

nseamit Mhenudswmsigeumgnatazausnly neufivzeyysn wioldoygnliyaaa




7.1.3

Wruidunisdang Medyanaszdoawanidnsuszdidiusziru niednsUszdndidui
191590 tnenhenudivesiiuidesanduiinuanataznsvariieanliilundngu (sl
nstifiouny 1w wagliougwlvitiniiug) wavsesdinstuiindeyanisidieenviesneuiimesuitig

(Data Center) vasyAPaNIBUBNYNASY WiauiauTuindna1nlisgtes 1 Y

o Y 1 1

4) ypAaNIEUDNABYIINITHANUNTUTEIIRIT0ImUToan AlAenIE1UuYIsT AIRE Ly

<9

1 '
A =

Unsusznu lutud wiavesen vav fudnsiunfadevewthsny nauldsueugnlididenud
deinau

5) Wmthid1naus wazuaraniguanfesiningidmini vseUnsgunfnsnenaeniiand

I &I dl o U 5 dgj v o U U ¥ a ! 1 a 12‘ = a =) U
aglunundtina el Tnsusedrduazdnsduniasde liougalilounssudnswsendutuiu
Tgau

6) Wmthndnauy deslilnUsegndrinaundd viedugeuliyanaduianudiniely
nundinanulaennwn Vusiyaradutuasosansinsuseidvsetnsiunfnnela e
< v Y o A ao o & A o [ Ay M v
Wunisdesiunisidndeiiunddnegu wasiuiiauauanuduaslasndelasyunnanlilasu
AU

7) dldnudesudndminngnwanulasadeiuil Wenuiuyaraulannivsounnadl
wudnsidmihivsednsunfnssluiundtnau

8) Wmthiidtinaus a3sinaL MuALaua wazlrmiugignunfnseiununasalIa1ng

o w

wadetueglunundnu

N155N¥1A21NNUAIUABANBEIUNIU WB9TN9U waztAIeedlans & (Securing  Offices,
Rooms and Facilities)

1) ISMR siosdalidiunsnisiunissnenmuiuasUasndsdus) Tanudinenu desinanunas

A A | A a ¢ & aa o w v ] I a aa | 9
bATDNNBDAN LYU LﬂiENﬂEJlIW’JLmaiﬂﬁaigU‘Umuﬂ'ﬂqﬂJﬁqﬂQJJ%Q G]ENI@J@Q@EJJIUU?L’JQJV]EJﬂ’]iN']ULGU’]

[

sanvesypraLlug LN drdnnunienesazdes lulithe wie dydnwal ivsuenismsiiszuy

o w 1

drdgegmeluaniunnenany Usee vilwinsvesdtney vievissdaslanauaaue Weliliaueg

o Y
ABIRUATDINTAITHS DLAT BINELENATTHLENDBNUIINUS I UNABILNTS NIANLTUAIUADAN ¢
WWudy

[y [

2) ﬁ’mﬁ’lﬁmsmaﬁ]aaummﬁumﬂaamﬁamaqﬂuﬁﬁ’mmmmutﬂuﬂizﬁi’mﬂ UNAULANIY
Welvisiulaindin dionans Audn wavgunsaling 4 lisunslinden sgramuivan wasnwagn
@ [ ¥ 1 v}
Wusnwnliegnalasnsne

3) oya detudin Tan uwazeunsaindaiudeyadudesligniislilaedmsunlizrineu Tuies
Vs vielugiililadennyualaeinun

4) oy detuiin Jag wavgunsaindanudeyaduiediigniivadudwezlaglildsunmsiane

LY

athaeas InMsvianedeya Feduiin Tan wareunsalivanilaeuiinuenansisuiianu



7.1.4

7.1.5

7.1.6

Sesnsvhangdetunintleyauarteyauudetuiinteya (Disposal of Media Procedure) (P IT CO
03)

5) Wmihndedddugeslvglavinisiadeudeinsesneuiamesviedetuiinteyasenain

[ '
Iy I

fuviuvewulasiian Luusyaraguududminalasveygalianiung wasdunis

ALRUNTNLANFIDE 190 NADIVBIVUIB UV 1Y

Y

n1sdasfiufeanainainaeuenuasdswInaaudy 9 (Protecting against External and

Environmental Threats)
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(Operation Security)
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8.5 N1IAIUANNTITANAITANALISUUTEUUNIAUING (Control of Operation Software )
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8.5.1 MsAnRURNALISUNSZUUNLAUSNTS (Installation of Software on Operational Systems)
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8.6 NITUIMITINNISTRIININIamAila ( Technical Vulnerability Management )

[

InnUszasn: Laas1amutiuraUann s liiuseNAwISE NS UTLUUEITAUMA SINNIANTAUNALUSEUU

9

9 ~ a ~ o 1 \ A aa I A Aa a
Ay lieanAdssInnIslanflagedetesiniyanatafiinisiweunsusofiunluaa uiang o

ulguny
8.6.1 N1SUSWITINNTSTRIRINawmALla (Management of Technical Vulnerabilities)
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8.6.2 MssiANIsAAnsTasud (Restrictions on Software Installation)
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ganduwsTandaduningnstlyan (Monitoring of illegal Software Usage Procedure) (P IT CL 01)
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8.7 MINITUINIINTIVEDUTEUUANTAUWNA (Information System Audit Considerations)
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8.7.1 AIFINHNUNITNTIVEDUITUUAITAUNANGANA (Information System Audit Controls)
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a9 9 AuiuasUaentedmiunsHeasvaya

(Communications Security)

9.1 NISNISINNITITUUSNBIAUURBANBSZUULATEU1Y (Network Security

Management )
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9.1.1 nsAUANNISIINLATEUNY (Network Control)
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9.1.2  msanusiunsUaendedmiunislduinisadadie (Security of Network Service)
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9.1.3
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5) wugldufafiensauiuiesendinilag Afeadestunislivimaedodis fegiaru
Router, Switch, Hub waz Wireless Access Point “1a< lnglilsisuayaininnuin
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AsInLULAIaY18n18luda1INIUY (Segregation in Network)
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2) ARIIAYIUNURITEUULATEUY (Network Diagram) #oiisneaslduninginuuaulunves

(%

<

A ] A | 6 1 b4 (% U 4 U 1
wsetneneslunasiaseisnieuen uwargunsalane q nieunsusuusdiidutagtuegiae

9.2 msaglaudaya (Information Transfer )
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9.2.1

9.2.2
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uiammmz%gumuﬂauﬁﬁm%’un'}idﬁdaumsaul,wﬂ (Information Transfer Policies and
Procedures)
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2) fesfimssuiiunsuaniasuasauna s fuRnueiionisuftRnuiFenisuaniaoy

a15aune (Information Exchange Procedure) (P IT CO 04)

Jannasanniunisanglouansauma (Agreements on Information Transfer)
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waniUasuansaune (Information Exchange Procedure) (P IT CO 04)




9.2.3

9.24
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N153NE¥IANNNUAIUABANENITEIYBANBANNTBUNE (Electronic Messaging)
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n1sinwanudunsedennasnisliilamedaya  (Confidentiality or Non-Disclosure
Agreements)

1) deadinsdnintennas sedyyIN1sinwIANuEy vietennansidilamedaya (Non
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NN 10 N1TIANT WAL LASQUATZUUETITEULINA (Systems

Acquisition, Development and Maintenance)

10.1  ATSAIMUAANUADINITAIUAIULUAIUADANYEINSUSSUUAITAUNA

(Security Requirements of Information Systems)
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10.1.1 Mt muRAMNRBIMIRIUAuAsUARAREY (Information Security Requirements Analysis and
Specification)
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10.1.2 ANUNUASUADANBVBIUS MIENSEUNAULATDUIYENGT150S (Securing  application services on
public networks)
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10.1.3 mi‘flENﬁuQinsiu%aﬂU%ﬂﬁiaﬂiauL%ﬂ (Protecting application services transactions)
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10.2

AMNNUAIUADANIEMIUNSZUIUNSTUNSNAILNSZUU (Security in Development and

Support Processes)
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ansauna (development lifecycle)
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10.2.1

10.2.2

10.2.3

10.24

Wtemswannssuuliianuiunsmaande (Secure development policy)
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1) gaunssuvasaunaAdaalingzuIunsitonIvAuN U uRUaA lvgandwITE MY

¥

FEUUETAUNANITNUAT ¥IBTUINITOLUAT LU

Al ludewngMiEns

wa o

- fewinseudAdvelaeileuna

- FRINITAIUANNATILALINNAARTUNEIRIINTNITLA LY

‘:4' < Yy v A 9 Y o
WlauAluasuaIfealinInsIasuNglewm
k' =3 a o Y a ¥
- AeuNuTEazduavesrvely 1Uusu
lagUURAnadsufURnuses nsdnnsiuisusasssuuansaume (Change Management

Work Instruction) (W IT CO 08)

MInTIvsRUYaNALISHaRINMsURULUasEUUUR URNS (Technical Review of Applications
After Operating Platform Changes)
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1025 VANMIIFANITINTZUUATUANULNUAIUADANY (Secure system engineering principles)
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1026 @NNLINABNVBINMINANSZUUNTAMUNUAIUADANY (Secure development environment)
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1027  MSANBIUMBUBAINONAIUNTZUUNU (Outsourced Development)

1) Tumsvhdyy131919n s seuUresdtinaIun fesliaudaauiasasauaquiadayay

A

=

NAUAVENTYONALIS NFITTZUU NIHIIVFBUTLUU LAYALLDIANDURAGAILTIIUIZI SI1DS

ﬂ’ﬁ%JUi@\‘i@ﬂ,Jﬂ’]WsU@ﬂigU‘U LAZASATRUATDULYA LU TIIWAIUITEUY

1028 MSVAFDUATUANULUATUABANBUDISZUU (System security testing)
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1029 mMadaUiasUTaITEUY (System acceptance testing)
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U9l 11 AuduRusugliusn1snieuen

(Supplier relationships)

11.1 mwﬂumﬂaaﬂﬁamsauwnﬂﬁ’ummé’i’uﬁuéﬁ'wﬂﬁﬁmmwuan (Information

security in supplier relationships)

Tngussasn: welvidnsUesiuunindvesesdns nlinsihddeegliuinisneuen

ulguly
1111 dlsneanusiuasaenssansaumaduauduius fuluinmsnieuen (Information security
policy for supplier relationships)
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Aneuen (Third Party Service Delivery Management) (W IT CO 01)

11.1.2 miszqﬂ'nuﬁuﬂqﬂaaﬂﬁaiu%'amnmmﬂﬁu%mimﬂuan (Assessing security within supplier
agreements)
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11.1.3 vindlgvasmsliuimsmaluladansaumanaznisaeansinegdliiusnnsaisuen (information
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11.2  n1sUTMIANTSs N1suInTslaggliuinisateuan (Supplier service delivery

management)
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11.2.1

11.2.2

N1IAANINLAZNUNIUUINITVBEHUIN1TA18UBN (Monitoring and review of Supplier
Services)
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Supplier Services)
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NN 12 MTUTMITIANITIHANITAIATUANNTIUAIUADANBENTEUNA

12.1

(Information Security Incident Management)

N15U3N153ANISIMANIsalAf N uAIUaRAf A saumALaN1TUTUUSS

(Management of information security incidents and improvements)
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12.1.1

12.1.2

nifiAuSuRnvaULarTUnauUUUR (Responsibilities and Procedures)
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12.1.3
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12.1.5

12.1.6
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12.1.7 M3UIIUTUUANg1 (Collection of Evidence)
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BUAN 13 UTELAUAIUAMUNUAIUADANYETEUNAYDINITUSUNS
NS LINBET19ANABLERIMNI9T3AA (Information security -

aspects of business continuity management)

13.1 AMUABLIBINIUANNUAIUABANYENTHUNA

(Information security continuity)
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13.1.2

13.1.3

nmsUfiAileiassuntsaireanudeidasduanusiunsuasadsansauma (Implement
information security continuity )
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Execution Procedure) (P IT BC 01)

N13ATIaERY MUNY wazn1sUszdiuanudeiiesfnunruiiunsasnseasaume
(Verify, review and evaluate information security continuity)

1)15S (Uimrsdanisunuaineaiusoiieslidugsia) desmnuninainis
NAABULHY MuuANIINAasULIUgnLduiidalau saufefinunsreziianild
Tun1snaaoudsuem3udy auiuganszsurunisnadey

2)1SS (UIn1sdanisunuairantudeideslvdugsna) deafmuaivgnisol
fraesfiazldnnasunazstoazidon lunisivuasisaziBenvesingnisal
$1809 A1532YTMQUILAIA YOULYATBITTUUIIY NT0NTLUIUNITINIIUT
Aeadeafunisnaasuunuianun srufenisivuadunounisnaaevuny
anLay

3) 1SS (U3nsdanisunuaiisaudedeslidugsia) desdnuanineins
#199 Aldlunisnaaovunuanidu Muuagduidaveuiazviviifanlruny
Usgaruanu wazdudavevlunisdanisnaaouunugnidy saufsaniuil way
gUnsaiiadesiionieq wavsulszuiuidesldene

4)15s (uinrsdanisunuadieadusdelieslifugsia) deafmvuaunusy
LuINN9 LagszeziaarluntsnuniukazUiuugaunuog1staiay ol iuny

Tullauviuade wazivuizaudvaatunisaldagdu



13.2  nawseugunsalussudanadisas (Redundancies)
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Y2IN1Tazilnulgu18ANTUAIUAAN YA TEUNAYDIUUEIY

(Compliance)

14.1  muuamudenmuanungvsneuazludynndne (Compliance with Legal and

Contractual Requirements)
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of Applicable Legislation and Contractual Requirements)
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14.1.2

5) dtinau veanudnslunisdiis nuniu wazasivdeuduavedldeu Tnglidnludes
wislinsuarni egelsinudingun azdnfiunisnsisdsudinaiinetledaniiy

dnduvindu wazazlulanedoyalang veadldenu iuumdunislaneniy

'
[

fdsmaniuundiduaesnguune niofaearnudusouaingléeiuivindy
6) vinandmthitdriinaun Temduninduazszuumaluladasaumavesdiinus nsei
nslaq Adoudeenguunowiswernndnsivewasngmnesenitalssma lailaensdllafanu
7) MsdsrendwIs Toyadu gondwisnisiinsia vsewaluladlng senuenusswme Litase

Jonguunelag Mavesnverandnsing seninelseme uazvosseinalateni Nailyldaudas

Y v v

Uinwgladutyn wagfildeimgaunguingnaudiiunisdieen

auw%lwéwmﬂiy,iyﬂ (Intellectual Property Rights)
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dunindn1edge (Monitoring of illegal Software Usage Procedure) (P IT
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14.1.3

14.1.4

14.1.5

14.2

Indu ddnerua envsziinasiarsanliihgenduisndlu syginediagneeg

duanltunusaNdwlIsaInanale

nstasiudayaiielfidundngiudreddunisujianiudadnun (Protection  of
Records)
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14.2.1

ANSNUNIUBE19DETLATUAMUNUAIUADANBETHULNA (Independent  review  of

information security)
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14.2.2 N15ASIEOUANTIAARBINUULEUIIAMUIUAIUABAABUBINUI891U (Compliance with

Security Policy and Standards)
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